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Data Integrity 

In ev’ry job that must be done 
There is an element of fun 
you find the fun and snap, 
The job’s a game  
and every  task becomes a  
piece of cake 
 
A spoonful of sugar helps the 
medicine go down 
The medicine go down 



Points of view 

No data integrity 
No data trace-back 
No audit trail 

Warning letter 
Import alert 
License withdrawal 

Scandals 
Bad publicity 
Economic loss 

http://www.google.it/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi48oS5v5zUAhWK1xoKHcfNCrIQjRwIBw&url=http%3A%2F%2Fwww.mercatoliberonews.com%2F2011_01_11_archive.html&psig=AFQjCNH_c_yP5WAY224HtnWx81X_y46rZw&ust=1496401310130217


EU-GMP Vol. 4 chapter 4: documentation (30 Giugno 2011) 
EU-GMP Vol. 4 Annex 11: Computerised system (30 Giugno 2011) 
 
FDA 21 CFR Part 11: e-records, e-signatures (Agosto 2003) 
FDA Guidance for industry: Data Integrity and compliance with CGMP 
(Aprile 2016) 
 
MHRA: GMP Data Integrity Definition & Guidance (Luglio 2016) 
 
WHO: TRS 966 Guidance on Good Data and Record Management (2016, 
in revisione) 
 
PIC/S: Good Practice for data management and integrity in regulated 
GMP/GDP enviroments (Agosto 2016, in revisione) 
 

 

Guidelines 



1992     1997       2003        2011           2015              2016             2017 

Guidelines 



Guidelines: WHO 
Appendix 1: expectations and examples of special risk management 
considerations for the implementation of ALCOA 8-plus) principles in 
paper-based and electronic systems 



Guidelines: PIC/S (revision) 
Chapter 8: Expectations for the generation, distribution and 
control of records  



Cap. 4 documentazione - Principle 

Guidelines: EU GMP Part I 

Punto 4.1 

Punto 4.10 



Annex 11 – Computerised system 

Guidelines: EU GMP Part I 



Guidelines 

Definition: Data integrity is the degree to which a collection of 
data is complete, consistent and accurate throughou the data 
lifecycle. 
 
The collected data should be Attributable, Legible, 
Contemporaneously recorded, Original or a true copy, and 
Accurate 
 
ALCOA principles were developed for paper records (not 
sufficient for electronic records) 
ALCOA + 

 



Guidelines 

Attributable: who acquired the data or performed an action and 
when? 
Legible: can you read and understand the data entries? 
Contemporaneously: documented at the time of activity 
Original: first recorded observation 
Accurate: no errors or editing without amendements 
 

 



Guidelines 

Complete: all data including any repeat or reanalysis performed 
 
Consistent: all elements of the records such as the sequence of 
events, follow on and are dated or time stamped in expected 
sequence 
 
Enduring: recorded in a permanent, maintainable form for the 
useful life 
 
Available: for review and audit or inspection over the lifetime of 
the record 
 

 



Data integrity is the degree to which a collection of data is 
complete, consistent and accurate throughou the data lifecycle 
 

D.I. is equally applicable to both paper and electronic data 
 
 

Is Data integrity a NEW regulatory expectations? 
 

Guidelines 



Data Integrity & Data Manipulation 

There is a general misconception that data integrity failures only 
result from acts of deliberate fraud.  
 
The majority of issues related to bad practice, poor 
organisational behaviour and weak systems, create opportunities 
for data to be manipulated.  
 
 Data Integrity                  Data Manipulation 

Preventing unintentional 
or unauthorised changes 
to data 

Intentional changes to 
data 



Frequent deviations 



Not available 
 
Available and not enabled 
 
Available, enabled, not periodically verified 
 
Available, enabled, periodically verified, not 
documented evidence of review 
 
Not part of self inspection 
 
 
 
 

Frequent deviations 



Shared username and password for analytical 
software and the operating system  
 
Shared generic ID [analyst]  
 
Generic ID «Administrator» and pw «123456» 
shared by analyst to delete/overwrite data 
(…..space for more recent results) 
 
pw available on the keyboard 
 
Not automatic log-off 
 
 
 
 
 

Frequent deviations 



«Trial analysis»/ «Test standard» injections prior to 
beginning an official sequence of SST and analysis……in 
case of deviations, it is not recorded and managed 
 
HPLC processing methods (including integration 
parameters) not defined/not controlled 
- manual integrations without justification or approval  
- processing injections in the same sequence with 

different processing methods and integration 
parameters 

 
 
 
 
 

Frequent deviations 



Date and time stamps not locked  
 
Uncontrolled templates used to record data / no 
reconciliation of issued blank forms 
 
Logbook (complaints, deviations, OOS) as .xls / .doc files 
not locked 
 
No documented on data review prior approval of analysis 
(metadata, audit trail, manual integration…) 
 
Failure of periodical calibration of balance; calibrated 
again and original record not kept 
 
 
 
 
 
 
 

Frequent deviations 



Discrepancy between the number of incubated plates 
and the number described in SOP 
 
Discrepancy between the number of points to be 
sampled and number of results  (WFI, EM) 
 
CFU under-estimated 
 
 
 
 
 
 
 
 
 
 
 

Frequent deviations 

microbiological tests opens the door to 
significant issues with data integrity 

 



Short term actions: 
Gap analysis 
Risk analysis and action plan 

 
Long term action: 

Training and communication, awareness of consequences 
Routine data verification 
Periodic surveillance (self inspection) 

 
 

ANY POTENTIAL FOR COMPRIMISING THE  
RELIABILITY OF DATA IS A RISK 

Conclusion 
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