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Why the A.R.C.O. Programme

* A response to the BEMA 2022
Assessement: SOP 365 on Risk
Manhagement

. A drive for improvement
.- » A pilot project for a systemic
change
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Agenda

1. Context analysis
2. A.R.C.0O. Programme’s Objectives
3. Risk based approach
a) Risk data form > risk identification questionnaire
b) Risk ranking
c) Impact scale > risk assessment questionnaire
d) Data processing
e) The risk cycle
f) A.R.C.O. App: RTP and CAPA Management



...................... Context analysis

AIFA Quality Assurance System

268 Documents divided into:

» Standard Operating Procedures (SOPs): 220
*  Quality System Documents (QSD): 35

»  Operating Instructions (Op.Is.): 10
 Manuals: 3

Biennial audits of the European pharmacovigilance system:

Ex-post Audit :

« Coverage: 40% of the operating documents

« Focus on technical processes (EMA, European Commission)
« Examples: GMP compliance, international mutual recognition



ot e R Context analysis

ISO 9001 and ISO 31000

1SO 9001 1SO 31000

equality of services
ality audi
eIntroduction of ‘Risk

Management’ as ‘Risk-based
Thinking’ I

e All dimensions of Risk
Management

e Universal framework for RM

e Introduction of the following
concepts: context, risk
assessment, communication,
mnitoring, continuous
improvement of the RM system

e Promotion of process
management

e PDCA cycle (Plan-Do-Check-Act)
e Leadership and Governance

e Documented Management
e Stakeholder Orientation




Needs Identification

Comprehensive and timely overview of process compliance

Mapping of standard processes and identification of KPIs

Definition of early warning thresholds

Definition of impact measures (outcomes) linked to the Agency's strategic
objectives

Performing trend analysis and constantly updating information.

Context analysis




@A| . .. A e Context analysis

WE ASKED ALL OUR EMPLOYEES FOR HONEST FEEDBACK
AND THEY HAVE TRUTHFULLY TOLD US THAT EVERYTHING
IN THE COMPANY 1S 100% PERFECT

SOP 365 ‘Risk management’:




...................... A.R.C.O. Programme’s Outcomes

The starting point of A.R.C.0. Programme

/~ Selectionof "\ ﬁrompt used with

structures and Al with a three-level
Standardisation i
processes rod: system (risk source, 1)Definition
perceived as ‘more requirec: risk and trigger) A.R.C.O
) Definition of RBS based on: e
at risk’ + Programme’s
(through the Use of Al I1SO 31000:2018 Outcomes
Processes K +_ K
information Ma:a)ng::ment
registry (provided \ manual (EMA)
by SOP 365)




.................... c, A.R.C.O. Programme’s Outcomes

A.R.C.0.'s Outcomes

Establishment of an

internal community for

risk management.
Creation of an App based

on Microsoft Power

Platform for risk cycle

and audit management .
N,

. Design and adoption of a

Governance, Risk And

Classification of

processes based on risk Compliance (GRC)
level (excluding !J framework with KPls and a
corruption and cyber _ _ management dashboard
risk) Review & Update of quality (Balanced Scorecard)
documents while mapping
U AIFA’s processes according to

the BPMN2.0 standard and
identification of KPIs
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Risk triangle

< Exposure

\

Crichton D: The Risk Triangle. Natural disaster management: a presentation to commemorate the International Decade for Natural Disaster Reduction (IDNDR), 1990-2000
Ingleton J: Tudor Rose; 1999.
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Risk Data Form

Risk Data Form

Risk Source (Hazard) Personnel— Human Resources

Risk  Personnel — Human Resources allocation

Risk statement  Since the number of resources allocated to this task is limited or shared with other tasks/processes, periods of
dedicated resource shortages may occur, resulting in slowdowns in activity and delays in process execution.

Risk description  Shortage of dedicated resources may be due to two main factors: limited number of resources and resource-sharing
with other tasks/processes. This shortage leads to an activity slowdown, which may entail:

Trigger

Delays in completion times
Reduced service quality
Stress and overload for staff

TRO1 - How many people are assigned to implement this process?

TRO2 - What percentage of the people working on this process are assigned to other processes?

TR61 —As of 31 December of the previous year, what is the average percentage of holiday leave per person for
the people involved in this process that will need to be used within the current year?

TRO7 - What is the average age of the staff assigned to the process?

TR62 - Number of staff assigned to the task who have children under the age of 15
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Risk Data Form

Risk Data Form

Risk Source (Hazard)
Risk

Risk statement

Risk description

Trigger

Processes
Absence/obsolescence of operating procedures

Since there are no stardard operating procedures (or they are obsolete) for this particular task, situations of
excessive discretion may arise.

In the absence of defined or updated operating procedures for a particular task, situations of excessive discretion in
the execution of activities arise. This lack of SOPs can lead to various problems, including inconsistency in results,
difficulty in maintaining quality standards, and an increased risk of errors. It is also more difficult to ensure
accountability and transparency, as decisions can be made subjectively, without a shared frame of reference.
Excessive discretion can also lead to inefficiencies and slowdowns, as people may have to “invent” solutions or
processes on the spot, rather than following predefined guidelines. Furthermore, the absence of operating
procedures makes it more complex to train new staff and transfer know-how within the organisation.

* TR45 - Are SOPs defined for the process under review?

* TR46 - In addition to any SOPs present in AIFA, are there other procedures or reference standards from other
bodies/organisations (e.g. ISO, UNI, EMA, etc.) for the process under review?

* TR47 - Have the SOPs been updated in the last three years?



.................... o Risk-based approach

Risk triangle

A

Exposure >

Information collection
Boundary object: the questionnaires

Crichton D: The Risk Triangle. Natural disaster management: a presentation to commemorate the International Decade for Natural Disaster Reduction (IDNDR), 1990-2000
Ingleton J: Tudor Rose; 1999.




AIFA Organisational Risk Identification Questionnaire

The questionnaire aims to gather useful information for identifying potential risks to which an AIFA process (or individual task)
be exposed. These risks are identified by checking for the presence or absence of vulnerabilities that may have been encounte
in other similar situations. If your answer falls between two options, select the option with the higher number.

Hi <user>. When you submit this form, the owner will see your name and email address.

* compulsory

Indicate the process for which you are filing the questionnaire

Enter your answer

2. TRO1 - How many people are assigned to implement this process

() 1Person

() 2-3 People

[_) 4-5People

Q 5-6 People

O More than 6 People



SRR R Risk ranking
Risk Ranking
Information collection is essential to assess the Risk esposure and rank the risk
. . L. . . Total
Risk Risk Description Risk Ranking
score
Since the number of resources allocated to this task is
11 Persor?nel Ilml’Fed or shared with other tasks/processes, pt.erlo'ds of - -
allocation dedicated resource shortages may occur, resulting in
slowdowns in activity and delays in process execution.
Ongoing Since there are regulatory processes in place that

4.2 regulatory could impact SOPs, there may be changes to -
processes processes.
Since specific equipment/tools are required to perform
5.2 Tool availability the task, there may be shortages during task _ -
execution.
Since the process/task involves interaction with other
Interfaces with processes, there may be interruptions in the value
other processes chain or inconsistencies in the information in the _ -
various processes.

3.2




Risk based approach

Bowtie diagram
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Risk Treatment Plan
Q RTP A




...................... Risk based approach

ISO 31000: Setting objectives

ﬁ] St rateglc /Z—'A should be able to operate

continuously every day of the week,
ensuring both efficiency and reliability of
its daily activities.

The Agency should be able to adapt and
respond effectively to unforeseen events
or emergencies, demonstrating strong
regu lato ry operational resilience. Therefore, any

event that compromises its operational
Y | Public Health

continuity or ability to recover quickly
‘l R ion

from disruptions constitutes an

operational risk. /
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Impact scale

A

Irrelevant

<

Irrelevant

The events do not
affect business
continuity. Daily
operations proceed
without interruption
or delay, and the
resilience of the
system is not tested.

Interruption 0 delay in
activities: 0 hours;

Availability of
operational resources:
100%;

Recovery time (in case
of incident): immediate
(less than 1 hour).

Qualitative and quantitative impact scale

A

Minor

Minor

The events cause
minor operational
disruptions, with
possible slowdowns
but no significant
negative effects on
productivity or
expected results.
Resilience is sufficient
to manage the event
without the need for
extraordinary
measures.

Interruption or delay of
activities: < 4 hours;

Availability of
operational resources:
>=95%;

Recovery time 1-4
hours.

Moderate

Moderate

Events significantly
affect business
continuity, causing
delays or partial
interruptions. The
organisation must
implement more
complex recovery
measures to restore
normality.

Interruption or delay of
activities: 4-12 hours;
Availability of
operational resources:
80-94%,;

Recovery time: 4-12
hours.

Major

| -

o

© —

(0

=

The events severely
compromise business
continuity, with
extended
interruptions affecting
the achievement of
daily objectives.
Recovery measures
require considerable
time and significant
resources.

Interruption or delay of
activities: 12—24 hours;
Availability of
operational resources:
50-79%;

Recovery time: 12-24
hours.

atastrophic 4 Catastrophic A

Events completely
disrupt business
continuity, with
devastating effects on
productivity and
overall effectiveness.
Restoring normal
operations requires
extraordinary
measures and a
prolonged period of
time, putting a strain
on the organisation's
resilience.

Interruption or delay of
activities: > 24 hours;
Availability of
operational resources:
< 50%;

Recovery time 24
hours.
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Impact scale

Organisational risks analysis
Risk analysis

Lanalisi del rischio ha I'obiettivo di valutare sia la ilita di i sia l'impatto iale dei rischi che p: il
dell’AlFA. una e
entita dellimpatto su obiettivi specifici (reputazionale, operativo, legale e
priorita d'intervento e per adottare azioni correttive e preventive adeguate.

5. |dentifica il rischio a cui il processo risulta esposto *
L'esposizicne al rischio  stata valutata dal gruppo di lavoro sul rischio organizzativo di AIFA e comunicata all'ufficio. Devi compilare un questi
i ma puoi anche e altri,

1.1 Allocazione del personale v

6. Indica la probabilita stimata di occorrenza del rischio. *
La probabilita rappresenta la stima della frequenza o della possibilita che un determinato evento rischiose si verifichi. In un contesto di gestior
viene valutata per determinare quanto & probabile che un rischio specifico influenzi gli obiettivi organizzativi. La probabilita viene misurata su
Questa valutazione & essenziale per stabilire le priorita di intes

Bassa” a “Molto Alta” e pud essere espressa in termini qualitativi o quantitat

concentrare le risorse su quei rischi che, con maggiore p ; influenzare I

(0) 1-Molto Bassa: Probabilita di accadimento inferiore al 5%. L'svento & estremamente raro e poco probabile.

(©) 2 - Bassa: Probabilita di accadimento compresa tra il 5% e il 20%. L'evento & poco probabile. ma possibile in circostanze eccezionali

O 3 - Media: Probabilita di accadimento compresa tra il 20% e il 50%. L'evento & relativamente probabile e pué verificarsi in determinate

() 4-ar

: Probabilita di accadimento compresa tra il 50% e I'80%. L'evento & molte probabile e potrebbe verificarsi in pid occasioni.

() 5 - Molto Alta: Probabi

3 di accadimento superiore all'80%.

degli obiettivi
I'Agenzia identifica e classifica ogni rischio in base alla sua gravit, descrivendo in modo dettagliato la possibile
salute pubblica). Tale analisi fornisce una base per definire le

_ Risk Assessment
questionnaire

Organisational risks analysis

* Obbligatoria

Impact on Specific Objectives

Per ciascun obiettivo, seleziona il livello qualitative e il relativo descrittore quantitative e specifica la motivazione della scelta.

8. Quale impatto avrebbe questo rischio sulla reputazione dell’AIFA? (Obiettivo Reputazionale) *
L'AIFA ha I'obiettivo di mantenere un alto livelle di fiducia da parte degli stakeholder, in particolare nei momenti decisionali, grazie alla percezione positiva della propria
immagine. Una reputazione solida non solo rafforza la cooperazione con partner istituzionali e internazionali, ma aumenta anche I'efficacia delle politiche e delle iniziative
promosse dall'Agenzia. Pertanto, qualsiasi evento che abbia un impatto sul grado di fiducia percepito e sull'immagine costituisce un rischio reputazionale.

(O) 1 - Irrilevante: nessun impatto rilevante sulla reputazione; copertura negativa su media a livello locale.

(0) 2 - Minere: basso impatte sulla reputazione: copertura negativa su media regionali

O 3 -Moderata: impatto significativo sulla reputazione; copertura negativa su media internazionali con insoddisfazione dei principali stakeholder.
(©) 4 - Maggiore: impatto elevato sulla reputazione; copertura negativa a livello internazionale con malti stakeholder insoddisfatti.

(0) 5 - Catastrofica: impatto molto elevato sulla reputazione globale; copertura negativa continua a livello globale con quasi tutti gli stakeholder insoddisfatti.

9. Motivazione della valutazione di impatto scelta per l'obiettivo reputazionale. *

Inserisci la risposta




.................... o Risk-based approach

Risk triangle

Exposure

nformation collection
Boundary object

— A

Crichton D: The Risk Triangle. Natural disaster management: a presentation to commemorate the International Decade for Natural Disaster Reduction (IDNDR), 1990-2000
Ingleton J: Tudor Rose; 1999.
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Data processing

“Risk talk”

e Article 17, paragraph 10, letter d) of Decree
Law No. 98 of 6 July 2011, converted into
Law No. 111 of 15 July 2011;

e Article 4, paragraphs 5 and 6 of Decree No.
53 of the Minister of Health of 29 March
2012

e Board of Directors Resolution No. 21 of 30
May 2012;

* Decree of the Minister of Health of 6
December 2016 (Articles 2, 3 and 6,
paragraph 2); - Article 3 of the Decree of the
Minister of Health of 13 September 2023.

DATA PROCESSING: IGOE

AlFA

Q Update configmation BDF/Company

\ 4

Guideline

/]

POL generation Press release

Payment reminder
" 3
AlFA Technical Qffices PRE — Generation Pharmaceutical
Payment POL Annual FEE Company
»
Company confirmatan Company MA list press release
_— — senfimmatian >
Reminder conficnation managemeant I AIFA Press B
] »
Pharmaceutical Information communication office
Company - L
— — s L >
3 =1
POL Flow "5 AIFA ANGP
= ~ Qffices/Department

IT Provider

Bank Statement

POL Annuzl FEE

Payment Check

Treasury Bank

AlFA Technical Office

Post- generation
POL Annual FEE
Accounting
IRERUd:

BDF/Company update [gguests Q

BEDF update requests.

>

AIFA Technical Qffices

Enferced recovery Q

|

SRF Department

e

AIFA Dispute

resolution Office

Update [quesT.ceniiomanian,
> Enforced recovery ‘
>
Enabler
POL/BDF Interface
* Portal « DoCSPA
. POL : CRP2G
* Chamber of Commerce
I
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DATA PROCESSING: BPMN2.0

AlFA

T

‘echnical Offices

“Risk talk”
-e‘;w inyesigation
i
(P

ttori esterni
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The risk cycle

(-Risk Identification
Questionnaire administration
eContext information
eCharacteristics of strength
and plasticity (boundary
object) (Star 1989)

*70 questions related to A
\triggers (powered by Al) Informa.tl()n Data Processing
collection
p Identified risk

assessment

*Risk treatment dictionary |

eAnalysis and identification of\
risk exposures

eStart of mapping

e|dentification of control
points and process KPIs

eRisk Assessment
Questionnaire administration
= eRisk talk

(powered by Al)
*Risk treatment plan

*Risk management app

\.
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A.R.C.O. App RTP and CAPA Management

PROGETTO A.R.C.O.

Piattaforma Gestione Rischio

i Elenco Rischi I Nuovo Piano Audit :
: £ :
1 E E E

; Elenco CAPA E

Elenco RTP i :



ITALIAN MEDICINES AGENCY

(TALA neoicInes Asence A.R.C.O. App RTP and CAPA Management

PROGETTO A.R.C.O.
Risk Map

_—— e

Ufficio
Trova elementi
Very High i
Generale
| .
ngh O Processo
m
p
Moderate O —
a Rischio
:
t 6

Very Low Low Moderate High Very High

Probability
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ISO 31000: 2018

Risk
Evaluation

RBS
E _ Information
e i
g e collection

Identification

el
é Analsysls .
5 ——— Data processing
z

Risk assessment

Risk
Management
App

RTP

“Risk talk”
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Definition of RBS &
A.R.C.O. programme’s outcomes

~N

Risk Identification Questionnaire &
Risk Ranking

Risk Assessment Questionnaire &
Impact scale

Risk Talk & Data Processing }

Suggestions

Risk Treatment Plan &
Risk Management App [
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