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Why the A.R.C.O. Programme  

ÅA response to the BEMA 2022 
Assessement: SOP 365 on Risk 
Management 
 

ÅA drive for improvement  
 

ÅA pilot project for a systemic 
change 
 



Agenda  

1. Context analysis 
2. A.R.C.O. Programmeôs Objectives 
3. Risk based approach 

a) Risk data form > risk identification questionnaire  
b) Risk ranking 
c) Impact scale > risk assessment questionnaire 
d) Data processing 
e) The risk cycle 
f) A.R.C.O. App: RTP and CAPA Management 

 



AIFA Quality Assurance System  

268 Documents  divided  into : 

Å Standard Operating Procedures (SOPs): 220  

Å Quality System Documents (QSD): 35 

Å Operating Instructions (Op.Is.): 10 

Å Manuals: 3 
 

Biennial audits of the European pharmacovigilance system : 

 

Ex-post Audit :  

Å Coverage: 40% of the operating documents 

Å Focus on technical processes (EMA, European Commission) 

Å Examples: GMP compliance, international mutual recognition 

Context analysis 



ISO 9001 and ISO 31000  

ISO 31000 

ωAll dimensions of Risk 
Management 

ωUniversal framework for RM 

ωIntroduction of the following 
concepts: context, risk 
assessment, communication, 
mnitoring, continuous 
improvement of the RM system  

ÅPromotion of process 
management  

ÅPDCA cycle (Plan-Do-Check-Act) 

ÅLeadership and Governance 

ÅDocumented Management 

ÅStakeholder Orientation 

 

ωquality of services 

ωquality audits 

ωLƴǘǊƻŘǳŎǘƛƻƴ ƻŦ Ψwƛǎƪ 
aŀƴŀƎŜƳŜƴǘΩ ŀǎ Ψwƛǎƪ-based 
¢ƘƛƴƪƛƴƎΩ 

ISO 9001 

Context analysis 



Needs Identification  

Context analysis 

Comprehensive and timely overview of process compliance 

Mapping of standard processes and identification of KPIs 

Definition of early warning thresholds  

Definition of impact measures (outcomes) linked to the Agency's strategic 
objectives 

Performing trend analysis and constantly updating information.  



{ht оср Ψwƛǎƪ ƳŀƴŀƎŜƳŜƴǘΩΥ 

Context analysis 



The starting point of A.R.C.O. Programme  

Selection of 
structures and 

processes 
ǇŜǊŎŜƛǾŜŘ ŀǎ ΨƳƻǊŜ 

ŀǘ ǊƛǎƪΩ 
(through the 

Processes 
information 

registry (provided 
by SOP 365) 

Standardisation 
required: 

Definition of RBS  
+  

Use of AI 

Prompt used  with 
AI with a three-level 
system (risk source, 

risk and trigger) 
based on: 

ISO 31000:2018  
+ 

1)Risk 
Management 
manual (EMA) 

1)Definition 
A.R.C.O. 

tǊƻƎǊŀƳƳŜΩǎ 
Outcomes 

A.R.C.O. Programmeôs Outcomes 



A.R.C.O.ôs Outcomes 

Classification of 
processes based on risk 
level (excluding 
corruption and cyber 
risk)  Review & Update of quality 

documents while mapping 
!LC!Ωǎ ǇǊƻŎŜǎǎŜǎ according to 
the BPMN2.0 standard and 
identification of KPIs 

Creation of an App based 
on Microsoft Power 
Platform for risk cycle 
and audit management 

Design and adoption of a 
Governance, Risk And 
Compliance (GRC) 
framework with KPIs and a 
management dashboard 
(Balanced Scorecard) 

Establishment of an 
internal community for 
risk management. 

A.R.C.O. Programmeôs Outcomes 



Risk triangle  

Crichton D: The Risk Triangle. Natural disaster management: a presentation to commemorate the International Decade for Natural Disaster Reduction (IDNDR), 1990-2000 
Ingleton J: Tudor Rose; 1999. 

Risk-based approach 



Risk Data Form 

Risk Source (Hazard) Personnel ς Human Resources  

Risk Personnel ς Human Resources allocation 

Risk statement Since the number of resources allocated to this task is limited or shared with other tasks/processes, periods of 
dedicated resource shortages may occur, resulting in slowdowns in activity and delays in process execution. 

Risk description Shortage of dedicated resources may be due to two main factors: limited number of resources and resource-sharing 
with other tasks/processes. This shortage leads to an activity slowdown, which may entail: 
Å Delays in completion times 
Å Reduced service quality 
Å Stress and overload for staff 

Trigger Å TR01 - How many people are assigned to implement this process? 
Å TR02 - What percentage of the people working on this process are assigned to other processes?     
Å TR61 ςAs of 31 December of the previous year, what is the average percentage of holiday leave per person for 

the people involved in this process that will need to be used within the current year? 
Å TR07 - What is the average age of the staff assigned to the process? 
Å TR62 - Number of staff assigned to the task who have children under the age of 15 

Risk Data Form 



Risk Data Form 

Risk Source (Hazard) Processes 

Risk Absence/obsolescence of operating procedures 

Risk statement Since there are no stardard operating procedures (or they are obsolete) for this particular task, situations of 
excessive discretion may arise. 

Risk description In the absence of defined or updated operating procedures for a particular task, situations of excessive discretion in 
the execution of activities arise. This lack of SOPs can lead to various problems, including inconsistency in results, 
difficulty in maintaining quality standards, and an increased risk of errors. It is also more difficult to ensure 
accountability and transparency, as decisions can be made subjectively, without a shared frame of reference. 
9ȄŎŜǎǎƛǾŜ ŘƛǎŎǊŜǘƛƻƴ Ŏŀƴ ŀƭǎƻ ƭŜŀŘ ǘƻ ƛƴŜŦŦƛŎƛŜƴŎƛŜǎ ŀƴŘ ǎƭƻǿŘƻǿƴǎΣ ŀǎ ǇŜƻǇƭŜ Ƴŀȅ ƘŀǾŜ ǘƻ άƛƴǾŜƴǘέ ǎƻƭǳǘƛƻƴǎ ƻǊ 
processes on the spot, rather than following predefined guidelines. Furthermore, the absence of operating 
procedures makes it more complex to train new staff and transfer know-how within the organisation. 

Trigger Å TR45 - Are SOPs defined for the process under review? 
Å TR46 - In addition to any SOPs present in AIFA, are there other procedures or reference standards from other 

bodies/organisations (e.g. ISO, UNI, EMA, etc.) for the process under review? 
Å TR47 - Have the SOPs been updated in the last three years? 

Risk Data Form 



Risk triangle  

Crichton D: The Risk Triangle. Natural disaster management: a presentation to commemorate the International Decade for Natural Disaster Reduction (IDNDR), 1990-2000 
Ingleton J: Tudor Rose; 1999. 

Risk-based approach 

Information collection 
Boundary object: the questionnaires 



Analisi di contesto 
AIFA Organisational Risk Identification Questionnaire 

The questionnaire aims to gather useful information for identifying potential risks to which an AlFA process (or individual task) may 
be exposed. These risks are identified by checking for the presence or absence of vulnerabilities that may have been encountered 
in other similar situations. If your answer falls between two options, select the option with the higher number. 

Hi <user>. When you submit this form, the owner will see your name and email address.  

* compulsory 

Indicate the process for which you are filing the questionnaire 

How many people are assigned to implement this process 

Enter your answer 

1 Person 

2-3 People 

4-5 People 

5-6 People 

More than 6 People 



Risk Ranking  

Risk Risk Description Risk Ranking  
Total 
score 

1.1 
Personnel 

allocation 

Since the number of resources allocated to this task is 
limited or shared with other tasks/processes, periods of 
dedicated resource shortages may occur, resulting in 
slowdowns in activity and delays in process execution. 

High 3,55 

4.2 

Ongoing 

regulatory 

processes 

Since there are regulatory processes in place that 

could impact SOPs, there may be changes to 

processes. 

High 4 

5.2 Tool availability 

Since specific equipment/tools are required to perform 

the task, there may be shortages during task 

execution. 

Moderate 1,725 

3.2 
Interfaces with 

other processes 

Since the process/task involves interaction with other 

processes, there may be interruptions in the value 

chain or inconsistencies in the information in the 

various processes. 

Moderate 3,15 

Risk ranking 

Information collection is essential to assess the Risk esposure  and rank the risk 



Risk based approach 

Trigger 

Trigger 

Trigger 

Risk  

Impacts 

Impacts 

Impacts 

RBS 

Trigger 

Trigger 

Bowtie  diagram  

Risk Treatment Plan 
RTP 




