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Electronic signature
An electronic signature (e-signature) is the digital equivalent of a handwritten signature. Just like
the latter, it ensures the authenticity and integrity of a document.

Concerning authenticity, the main difference between a handwritten signature and an e-signature
lies in the fact that the authenticity of the former is proven by the signatory’s handwriting, while
the authenticity of the latter is linked to the use of an IT tool ("Smart Card") by the signatory.

Concerning integrity, it means that the receiver can be certain that the document has not been
altered or modified after it has been signed.

The e-signature is granted by a certifying body (authorised entity) which is responsible for
guaranteeing that the signature is secure. In this regard, it should be noted that the certifying
body issues a certificate for electronic signature after verifying the applicant’s identity.

How to verify the validity of an e-signature

It is possible to immediately verify whether a paper document has been signed just by looking at
it. The same applies to an electronic document, although a different procedure should be
followed.

After receiving an electronic document, it is necessary to perform a check on its appended
signature.

This operation allows to:

e verify the signatory’s identity

e verify the validity of the signature and the integrity of the document, i.e. that its content
has not been modified after the signature

e verify that the certificate for the electronic signature used is valid.

There is a number of (free of charge) software tools that can be used to perform document
validation checks, including:

e Digital Signature Service - https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/DSS
e DigitalSign Reader - https://www.comped.it/

e Firma OK! - http://postecert.poste.it/firma/download.shtml

o PkNet - http://www.pksuite.it/ita/pr_pknet_express.php

e DIKE - https://www.firma.infocert.it/

e Firma Certa - https://www.firmacerta.it/

e View2Sign - http://www.andxor.it/prodotti/view2sign.php

e ArubaSign - https://www.pec.it/download-software-driver.aspx
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Electronic signature verification with Aruba Sign

The electronically-signed document is in PDF format and the recipient can immediately verify
whether it bears an electronic signature by looking at the file name and, in particular, at the
“signed” marker that has been automatically inserted after appending the electronic signature.

modelle CPP_signed

To verify the validity of the e-signature, it is necessary to download and install one of the above
mentioned software tools.

Subsequently, the file can be dragged and dropped into the “Verify” pane, and all the verification
operations can be carried out. These concern the validity of the electronic signature, and include
the verification of the signatory’s identity and of the certificate’s validity.

1 \ Options and Manage
i Verfy o Parameters Car

el Q) ] g

Once the file has been dragged and dropped in the “Verify” pane, the following window will
appear:
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@ Verification = =
Documents Verification |§ -wvl ArubaSign %‘1
p v/ [ I ey /
¥ 4 v § > 'E I " L | View interactive guide |
1 | EMTPY |
(COLLAPSE ALL Select documents | search document | | {_seiecTau | etlighlight signer

Signer sy tast || state

[} GALLUCCIO ANTONIO 1 signature 06/05/2020 @ ok

Verify signatures and timestamps

7 (PADES) GALLUCCIO ANTONIO

SignfTimestamp details

@ signature is valid 2
The signature format is PADES-BES
The signature is intact

@ The certificate is reliable
Verify at system date: 07/05/20 15:28
Date-time of signature declared by signer: 06/05/2020 14:31:25 UTC
Certificate validation done with OCSP

@ The certificate has legal validity
Qualified Certificate in accordance with Regulation (EU) No. 910/2014 - eIDAS

Here it will be possible to verify the name of the person 1 | who has electronically signed the
document, the validity of the certificate and the status of the e-signaturqd 3

What is an electronic certificate

An electronic certificate is the complex technology behind an e-signature. However, the technical
principles underlying signature and verification can be easily simplified taking into account the
user’s perspective.

An e-signature certificate can be compared to a well-known tool, a debit card.

A debit card has many features in common with an electronic certificate. In order to have a debit
card issued, the requesting person must have their identity physically checked at the bank.
Similarly, an e-signature certificate is issued only after the applicant’s identity has been verified.

When a signature certificate is granted, the signatory is issued a secret code (PIN) which will be
necessary for signing, just like a PIN associated to debit card is necessary to withdraw money.

Just like a debit card, an e-signature certificate has a deadline.
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How the signature process works
The signature process is described below.

After a document is drawn up, its content must be made non-editable. This is done by converting
the document into a suitable format (e.g. a PDF format) to guarantee its stability and durability
over time.

The signatory uses a program to append the electronic signature. The program extracts the
document fingerprint, consisting of a string of about 30 characters. The fingerprint uniquely
identifies the file, just like a tax code uniquely identifies a person. The e-signature is then
appended to the document fingerprint. In this way, an encryption of the fingerprint is created that
secures the document.

The result of the e-signature process is an “envelope” containing the signatory’s electronic
signature certificate, the signed and non-editable fingerprint of the document and the file in PDF
format.
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Annex I: Pages 1-4 of a Certificate of a Pharmaceutical Product with MA
granted by AIFA

AR/

URFICIC CERTIFIC AZIONI E IMPORTAZ IOMN| PARALLELE

CERTIFICATO DI PRODOTTO FARMACEUTICO, CERTIACATE OF 4 PHARMACEUTICAL PRODLCT,

1. | Esportatore (Paese certificante): /TaLL4

Exporting (ce rtifving country)

2. | Importatore [Paese richiedente | 200000 o0

lmporting (requesting contry)

3. | Mome e confezione del prodotto: X000 com pre sse rivestite
Mame and dos age formm of the product

4. | Principi attivi® e guantita per unita di dose®; XX =¥ mg

Active ingredient{s)? and amountis) per unit dose”

Perla composiziane completa compresi gli eccipienti® si faccia riferime nto all'alle gata,
For complete compaosition including excipients, see attached'.

5. | Il medicinale & autorizeato per essere cormrmercializzato in talia A NE I A [o A
Thiz product iz licensed to be placed on the market for use i lbaly

Il richiederte dichiara che il medicinale & in commercio in Italia 51 Myl
The applicant declare s that the product is actuallv on the market inltaly

6. | Mumero di AlC e data del provvedimento di autorizzazione della confezione: 1234567589 del 6
rmaggio 2020
Mermber of produat licence and date of the marketing quthorization decrec

7. | Titolare AIC (nome e indirizzo): name and address of product lice nse holder
Product licence holder {name and address)

& | Status del titolare AIC: ¢

[indicare la cate zoria come defintta nella nota 5)

Status of product licence holder

{keyv in appropriate category @ defined in note 5)

9. | Per le categorie b & c specificare nome e indirizzo del produttorefi responsabilefi per il
rilascio dei lotti dellaform afarmaceutica’: name and addre ss

For cate qories band ¢ the narme and address of the manufacturer(s) resporsible for the batch
rele e of the dosage form isfare”

10. | L'autonta certificante effettua ispezioni periodiche nell'officing farmaceutica responsabile
per il rlascio dei lotti nella quale la forma  farmaceutica & prodottar
51 FINaonapplicabile ™ Tl

Se larisposta & “non applicabile”, non completare le sezioni 11, 12 & 13

Pratica * ADNJ202004 5% imposta di bollo assalta i sersidella monmativa vigente Frging 1

Apenzia ltaliana del Farmaco Q) Via del Tritone, 181 - 00187 Roma (L) (+39) 0£.59.78.401 i v aifa.gow.it
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URFICIC CERTIFIC AZIONI E IMPORTAZ IOMN| PARALLELE

CERTIFICATO DI PRODOTTO FARMACEUTICO CERTIACATE OF 4 PHARMACEUTICAL PRODLCT,

Does the certifying autharity arrange for periodic inspection of the manufacturing plant
re sponsible forthe batch rele ase inwhich the dosage form is produced?

If "ot geplicable”, do nat cormplete sections 11, 12 and 1.3,

11. | Periodicita normalme nte prevista per le ispezioni:

[#|ad una frequenza appropriata basata sul rischio

Pe riodicity of routine irspections
at an aepropriate frequenoy based on risk

12| Il produttore & stato ispezionato per questo tipo di forma farmaceutica? st WO T

R the moanufacturer of this tvpe of dosage form been irepectedrs

13 | Uofficina e le operazioni di produzione sono confarmi alle GMP dell’Unione Europea & in
accordo agli standard GMP raccomandati dall Oras®s sl MO

Do the facilities and operatiors conform to European Union GMP and GMP requirements as
recarmmended by the WHF?

Pratica H° ATN/20200450  inpesta dibollo assolta ad sensidella normativa vigents Frgine 2
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} AR/

URFICIO CERTIFICAZIQNI E IMPORTAZ QM| PARALLELE

CERTIFICATO DI PRODOTTO FARMACEUTICO CERTIACA TE OF A PHARMACEUTICAL PRODUCT,

I NeCPPiyvear of issuance/mimber

I 1° AIN fyrearhoam ber D4 COMPLETARE A CURA DELL’AUTORITA” CERTIRCANTE
TO 8 COMPLETED BY THE CERTIFYING AUTHORITY

CIR/ME NS ¥ pratica heain/2020,456 | recre/2020/789

Le infarmazioni inviate dal richiederte soddisfano Iautoritd certificante sotto tutti gli aspetti relativamente
alla produzione del prodotea’? 5171 MO

The information submitted by the applicant sgtigfies the certifiing authorly on all aspects of the
rrarufactiiie of the product ?

Il presetite certificao & conforme d rmodello raccornandato dell’ Organizzazione Mondiale della $anitd e
viene rilasciato sulla base degli atti di ufficio & delle informazioni disponibili nela Banca Dati dell’Azenzia
Italianadel Farmaco.

This certificate, which corforras to the forreat recornrrended b the World Realth Orgarzation, is being
issved having reqgard ro the proceedings of the office and Inforrmation available in the darabase of the lralion
M ed icines Agemar.

Il Riasaunto delle Caratterisiche del Prodaotto ed il Foglia [Hlusr iva del prodotto medicinde sano reperibili
nella banca dai dell Agenzialtaliana del Farrnaco al seguente indirizz o web:

The Surnrnans of Product Characteristics and the Patient Leafler are avalloble ot the web-site ad dress of the
tralion Medicines Agency:

hitps: fffarmaci. agenzigarmaco. gov . it bancadatifarmaci fcerca-farmaco

Indirizzo dell*autorita certificante;

Address afthe certifiing quthorins:

|Ufficio Certificazioni e lmpartagioni Parallele / Certiffication ard Parallel impore Office
Agenzialtaliana del Farmaco f italian idedicines Agency

“iadel Tritone, n. 151 - 00157 Roma

Rarna, L DIRNGEMTE
THE DIRECT OR
(Surnarme Marme]

I Hignatory ated release date I

Drata del rilascio (giomo,/mesefanno)
Rele e date (davimonth/vear

Pratica H° ATN/20200455  inpesta dibollo assolta ad sersidella nosmnativa vigents Frgine 3
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LFFIC IO CERTIFIC AZIQ NI E IMPORTAZ IOMNI PARALLELE

CERTIFICATO DI PRODOTTO FARMACEUTICD , CERTIACATE OF A PHARMACEUTICAL PRODUCT,

Note e icative

i. Cerestn cartifie b, corforme of formen reccomends o deil TS, sembiisce fo siem ool proda o fermacectica @ o sichisdente i certifios o
A Focse espprbmve. £ redisnorp wia par wn sigola pradotn daf momen b che fe StoNone dalle mrodiions @ e infarme san
euio Az ete g e cifferent forme forme oo etiche @ § dif feronl dose gaf mo s wemieee.,

Lhare, ovwe o ssibie, | Tn teras fonel Monpropie ey Mames (TN Jo 7 Ne dona’ Nangropeiemny Names.

L formue {commsirions compete) dale forme fermeoe wiice pob @ssene rporie e Al cerifioe o0 o oilegeir.

{ detirgli ol corm si2bne quentite e sreebbaro praferi B, ma il om in wo & sooggetio egf eccondicon i 6 iole e ol prodotto,

Secifficene sed fidere AT

@i grodetose deliz forme fermeoee e resoon sz bie par i flescio dif (oo,

b ooferoae o etithetie e forme formeceeite grodotic de wie oo mpe gie indigeace At o

C  noadcoinalioin Aessung dale o BV aopnocciis e,

6. Linformerions insrente il s f proderione & perte gl 7 vioef 2 sione o femizsions in commercio. S i sito of prodebne & cemibiz b,
lrubrizerione dewe e eogioe e of timent aon & oit e i,

ks Non ogelioe bite sgnifioe che (gfficing of prod erbine nespon sebi'e par § rifescio ded (ot & & Geie in o Povse diverso dal Tieilie @ (s oeeione &
condatie st ey ide oo Paese o prod aricng.

a. I vy einif el noeme oF beone febbricerions @ contralio di g aelit diei medicnmi ¢ cof 5 & riferimeno aa cerificen sono g ol inclesd aa
32" regprt ol Exgpet Domrme tee on Speaiios ions for Phormecewie! Praperotions, W O Techaicel Begore Series Mo 823, 2992, Annex 2.
Erccome aderoa specifioe men b oepicebd’ of prodo tf Wologir' sono s formu e o MAHD Exort Dmretee on Siologicer
Sraderdizztion (WHD Technioe! Beport Series Mo 822, 1992, Annex 1)

a. st serione & parlicoiaoman @ fmoreae qoeado aalie mrodesons sono coimoll teas§ seeniad. in qoeste crcosmaae § richiadan i@
deve fornine ol Butorits cartifioz At e info e Xo o Aecessanie o ideatficeee f e ist aesmonse Y par cizscong fese of grodesione dalle forme
frrmacectice finite aoache  (fmit @ iz Spologie def coatroili afett  de oiesc e def eraisy coin o',

L el

E xphrnreary noves

i. This cartficote, which is in the format recommendiad by Wi 0, s imbiEhes the 5 bt of the phormocew el groduce ond of the opgiicant for
he cortifice &2 in the exporting cown by, 1t is for @ Sagle grodoct ol sinoe mea ofec taing errengemeats ead eoroved ifosme tion for
dfferant daszge forms end differant seengths con @y,

Lda, whanewer pos sibie, (nterne dona ongro mriete oyt ames [ s) or netion e’ N ongrogrice ry N omes.

The form e (oomgete composition) of the dosege foam shood be giwaon the corifice i or be aomaded,

Cois of qemn Fir 4 o0 myD S'tfon are prafernad b ot thalr peadision is s chjee £ i the sgraame b the peod or tfcance haldar.

Sy whether the mmrsan respansitle for dlacing the peod o Fan the memet:

@ is the men ofoc torer of the dosrge form respoasibie for the boich rofoese,

b peckeoe s enddor iebels ¢ doarge fonm me agfec tee d Iy o independ eat company. o

c is invelved in none of the ebaw.

&, This ifoame tion con only e oro vided with the consantof the prod o iicenos holder, Mosrcomae fon of the secfon indie s thet he perty
wacernad hes Ao tegaaad b indesion of his irformetion (tshowdbe acted the ¢iaforme tion concerning the site of ovod o fion is percof the
rod i tiicence. if the proder fon site s changed, the licance has 0 ba gpde e d or itis nolangar waid.

ks Mo tegeiioe e meens the e acieciens in e Sie e soasiie for the beich roforse s iobing gece ing won iy other hen Ny endingmction
5 cond o e endiar the eagfs of the cowntry of man ofior tore.

a, The reg areman s for good grec foes in the men ofoc tee oad quality control of drogs aoferred o in the cartifice b oo hose ind'uwded in he
hirty-sacond raport of the £ xoert Comm tiee o0 Secifice fons for Phermeoe il Praretions, WD Techaice! Eqpore Sanies Mo, 823, 1992,
Annay i, Eecommendetions soacfically appiicedie tn Wologioe! prodec (s he w2 baen formdz tod by the WH D Expert Commitiee on Bidlogica’
Sraderdizetion (WHE Technioe! Beport Series, Mo, 822, 1992, Anrex 1)

a. This sectionis of merticeier imporieace whan foreign coabre iovs oae in v ved ia the men ofoc tore of the svodac & (n these oinc o inoes the
aiceat sha dd sepy the cartifying @ wthasity with infarmetion m iden iy the contre cifng porties segmnsitle for aoch s iege of menofor tere
of b finishad doseqe form, and the axteatend acters of ey con trols @ e roised o ver aech of these partias.

LR R

Pratica " ADN/20200455  inposta dibolls assolta ad sersidella normativa vigente Frgine 4
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